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Security in complex APIs
Considerations and Pitfalls
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Level O
All or Nothing

B A user can either access the service (and do anything) or not at all

W Simple to solve with a reverse proxy
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Level 1
Action Based

B Per action policies: C, R, U, D
W Solvable with a reverse proxy: rights on
W GET (read)
B POST (create)
B PUT/PATCH (update)
W DELETE (delete)

B BEWARE: Some API features break this:
W Batch-processing allows read, update & delete with a POST
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Level 2
Entity-Type Based

B Per action policies: C, R, U, D
On a per-Type basis

W Solvable with a reverse proxy: rights on
W GET / POST / PUT / PATCH / DELETE

B Based on the last section of the Path

B /Observations
/Datastreams(x)/Observations
/FeaturesOfinterest(x)/Observations

B BEWARE: Some API features break this:
W Batch-processing allows read, update & delete with a POST to v1.1/$batch
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Level 3
Entity Based

B CRUD-access based on individual entities or related entities
W User S can create and read Observations for Datastreams of Thing-1, but nothing else

® Can not be solved through a proxy, especially read restrictions due to indirect data leaking
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Level 3: Read
The Problem

B ProxyFail Example 1: expand
1)User A can read:
® Thing-1,
B Datastreams of Thing-1 (DS-1),

B ObservedProperties of these Datastreams (OP-1)

2)User A executes query:
ObservedProperties?$expand=Datastreams($select=name)

3)Proxy will have a very hard time determining which of the embedded Datastreams should
not be there
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Level 3: Read
The Problem

B ProxyFail Example 2: filter
1)User A can read:
® Thing-1,
B Datastreams of Thing-1 (DS-1),

B ObservedProperties of these Datastreams (OP-1)

2)User A executes query
ObservedProperties?$filter=Datastreams/id gt 1

3)Result is ObservedProperty 1, which User A is allowed to read, so proxy allows the result

4)User A now knows there is at least 1 Datastream with an id greater than 1
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Level 3: Read
Solutions

B Must be solved at a low (database) level
B Per user group database views
B Row-Level-Access in PostgreSQL

® Query-modifications in the server
B This is not specific to STA

B Relevant for any system that can filter across relations
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Level 3: CUD
Many Questions

B Can a User

¥ Create Entities of EntityType-X
(new Observations)

¥ Link new Entity-X to Entity-Y
(new Observation in DS-1)

B Update properties of Entity-X
(Patch/Put Observation-1)

® Change a link of Entity-X
from Entity-Y1 to Entity-Y2
(Move Observation-1 from DS-1 to DS-2)

W Delete Entity-X
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FROST-Server Implementation

A prototype

B Extended

Global-Admin Only,/

data model
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User = Role
EELS Roles
+ username: String 0..* 0..*| + rolename: String Rhssredimpery
+ userpass: String + description: String s +id: <<idType>>
: : ensor : ype
AUser + properties: JSONObject + name: String
1 Role A +id: <<idType>> + definition: URI
1 + name: String + description: String
+ description: String + properties: JSONObject
+ properties: JSONObject A
‘ U ProiectRol [ + encodingType: String ?bservedProperty
UserProjectRoIe; serProjectRole aserProjectRoles Sinctedab emany Datastreams
0. | + id: <<idType>> @ ASensor 0.*y
1
UserProjectRoles A Datastreams Datastream
033 0.*
> + id: <<idType>>
+ name: String
+ description: String
- Thi _ | + observationType: ValueCode
Project '”‘-fll Datastrearis | + unitOfMeasurement
\ A 0..*| + observedArea
. - + phenomenonTime: TM_Period [0..1]
Project P > Thing + resultTime: TM_Period [0..1]
i ==idTye= OT?JECtS Things| ... <<idType>> + properties: JSONObject
+ name: String - 0.7, name: String
+ description: String + description: String
+ properties: JSONObject + properties: JSONObject -
= : it . Things  HistoricalLocations
AD..* Things 1.* 0.*
A 4
Locations 0..* . . -
Y HistoricalLocation
Location
+id: <<idType>>
+id: <<idType>> + time: TM_Instant
+name: String HistoricalLocations A
+ description: String 0.*
+ properties: JSONObject Locations
+ encodingType: String 1.*
+ location: <<any>> <

Observations | + id: <<idType>>
0..* |+ result: <<any>>

Observation

‘Datastream
1
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“| + phenomenonTime: TM_Object
+ resultTime: TM_Instant [0..1]

+ validTime: TM_Period [0..1]

+ resultQuality: DQ_Element [0..1]
+ parameters: JSONObject

Observations A
0.*

FeatureOfinterest
Y1

FeatureOfinterest

+ id: <<idType>>

+ name: String

+ description: String

+ properties: JSONObject
+ encodingType: String

+ feature: <<any>>
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FROST-Server Implementation
A prototype

I Global-Admin Only/

User m Role
oIS Roles
+ username: String 0. 0.*| + rolename: String ObservedProperty
+ userpass: String + description: String S o e AR TR
: ; ensor L ype:
User + properties: JSONObject + name: String
. 1 Role +id: <<idType>> + definition: URI
Xte n e a ta I I l O e 1 +name: String + description: String
+ description: String + properties: JSONObject
+ properties: JSONObject
. n + encodingType: String ?bservedProperty
B Two user-rights levels oy UserProiesRole Doy, | e S
0.7 + id: <<idType>> 0.* ASensor 0.*
1 4 4
UserProjectRoles Dat: ns D eam ;
0.* 0.* Observation
+id: <<idType>>
+ name: String Observations |+ id: <<idType>>
O a + description: String 0..* | + result: <<any>>
. + ob: tionType: ValueCod! + ph 'Time: TM_Object
Proect Thing ] untOMeasumment [P + FesultTme: T Instant 011
1 ! ¢ 0..*| + observedArea + validTime: TM:Period [0.1]
R - 4 + phenomenonTime: TM_Period [0..1] + resultQuality: DQ_Element [0..1]
U Se rS h a Ve O (] * ( g | O b a I ) O | e S Gioicct oot - U] + resultTime: TM_Period [0..1] + parameters: JSONObject
+ id: <<idType>> roiects NS 1 ig: <<idTypes> + properties: JSONObject ——
+ name: String . | + name: String *
+ description: String + description: String
& rties: JSONObject i rties: JSONObject "
I porees e PIORaIRe L Things HistoricalLocations FeatureOfinterest
roject reiate pre > 1
Locations 0..* . . "
HistoricalLocation FeatureOfinterest
. - - Lozl +id: <<idType>> +id: <<idType>>
I'hings assigned to Projects e |
+ name: String HistoricalLocations + escrlp_ ion: String .
+ descripltion: String ) . 0.* + propzr_(le? JS_Og'C_)bject
+ properties: JSONObject Locations + encodingType: String
. + encodingType: String 1.* + feature: <<any>>
Users have 0..* (project)Roles
a

in 0..* Projects
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FROST-Server Implementation
A prototype

I Global-Admin Only/

User m Role
oIS Roles
+ username: String 0. 0.*| + rolename: String ObservedProperty
+ userpass: String + description: String S +id: <<idType>>
5 o ensor L ype:
s + properties: JSONObject + name: String
. m H ! 1 Role +id: <<idType>> + definition: URI
I n - n y n t I ty y p e S 1 +name: String + description: String
+ description: String + properties: JSONObject
+ properties: JSONObject
7 + encodingType: String ?bservedProperty
. - o UserProjectRoles UEatAelsiee UserProjectRoles P MEERRE SEEe Datastreams
visible for global-admin users *
UserProjectRoles Dat: s Datastream E
0,5 0.* Observation
+id: <<idType>>
] + name: String Observations | + id: <<idType>>
d O n Ot eX I St fo r Ot h e rS + description: String 0..* | + result: <<any>>
- . + observationType: ValueCode 'Datastream + phenomenonTime: TM_Object
Project Th'”ﬁ’ ¢ Dat 78] + unitofM t 1 + resultTime: TM_Instant [0..1]
1 0..*| + observedArea + validTime: TM_Period [0..1]
- 4 + phenomenonTime: TM_Period [0..1] + resultQuality: DQ_Element [0..1]
Project i . Thing + resultTime: TM_Period [0..1] + parameters: JSONObject
B Global Roles apply everywhere s TS 1 <cpe e,
+ name: String . | + name: String 0.*
+ description: String + description: String
& rties: JSONObject i rties: JSONObject "
porees e ERTENED 17 Things HistoricalLocations FeatureOfinterest
iﬂ.." Things 1.* 0.% 1
R Locations 0..* . . "
G | O b a I e a d C a n re a d a | | HistoricalLocation FeatureOfinterest
Location +id: <<idType>> +id: <<idType>>
+id: <<idType>> + time: TM_Instant +name: String
+ name: String HistoricalLocations G CESEIT S
Global Create can create all o
+ properties: JSONObject Locations - + encodingType: String
+ encodingType: String 1.* + feature: <<any>>
+ location: <<any>>
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FROST-Server Implementation
A prototype

B Project Roles for details
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Global-Admin Only/

User

Role

+ username: String
+ userpass: String

Users

Roles
0.. 0.

User

+ rolename: String
+ description: String
+ properties: JSONObject

ObservedProperty

Sensor

Users can read Observations in
Datastreams of Things linked to

a Project they have any role in.

User with Role obsCreate on
ProjectX can create
Observations in Datastreams of
Things linked to ProjectX
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+id: <<idType>>
+ name: String

Observations

Observation

'Datastream
1

Security in complex APIs

1 Role: +id: <<idType>> + definition: URI
1 +name: String + description: String
+ description: String + properties: JSONObject
+ properties: JSONObject
) + encodingType: String ?bservedProperty
UserProjectRoles Ui EEE UserProjectRoles fmeladat s sany>> Datastreams
0.7 4 ig: <<idType>> @7 ASensor *
1 et
UserProjectRoles Dat: 0“= D eam
0.5
+id: <<idType>>
+ name: String
+ description: String
- . + observationType: ValueCode
Project Thing Dat %] + unitofM +
1 1 ¢ 0..*| + observedArea
- 4 + phenomenonTime: TM_Period [0..1]
Project i . Thing + resultTime: TM_Period [0..1]
+id: <<idType>> '?JECtS Thlfagf +id: <<idType>> + properties: JSONObject
+ name: String . | + name: String
+ description: String + description: String
+ properties: JSONObject + properties: JSONObject Things HistoricalLocations
iﬂ.." Things 1.+ 0.*
Locations 0..* . : "
HistoricalLocation
Location +id: <<idType>>
+id: <<idType>> + time: TM_Instant
+name: String HistoricalLocations
+ description: String *
+ properties: JSONObject Locations
+ encodingType: String L
+ location: <<any>>

+id: <<idType>>

+ result: <<any>>

+ phenomenonTime: TM_Object
+ resultTime: TM_Instant [0..1]

+ validTime: TM_Period [0..1]

+ resultQuality: DQ_Element [0..1]
+ parameters: JSONObject

Observations

FeatureOfinterest
1

FeatureOfinterest

+id: <<idType>>

+ name: String

+ description: String

+ properties: JSONObject
+ encodingType: String

+ feature: <<any>>
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FROST-Server Implementation
A prototype

I Global-Admin Only/

User m Role
oIS Roles
+ username: String 0.* 0..*| + rolename: String s envedEronerty
+ userpass: String + description: String S +id: <<idType>>
: . ensor : ype:
s + properties: JSONObject + name: String
1 Role +id: <<idType>> + definition: URI
1 +name: String + description: String
+ description: String + properties: JSONObject
+ properties: JSONObject
7 + encodingType: String ?bservedProperty
UserProjectRoles e e UserProjectRoles R e Datastreams
0. + id: <<idType>> @ Asensor -
1 ot
UserProjectRoles Dat ns D eam ;
0,5 0.* Observation
+id: <<idType>>
+ name: String Observations |+ id: <<idType>>
+ description: String .* |+ result: <<any>>
- . + observationType: ValueCode 'Datastream + phenomenonTime: TM_Object
Project Th'”u Dat 7] + unitofM t + resultTime: TM_Instant [0..1]
1 0..*| + observedArea + validTime: TM_Period [0..1]
; s + phenomenonTime: TM_Period [0..1] + resultQuality: DQ_Element [0..1]
Project i . Thing + resultTime: TM_Period [0..1] + parameters: JSONObject
+id: <<idType>> “3]50‘5 Thlragf +id: <<idType>> + properties: JSONODbject Observafions
+ name: String . | + name: String *
+ description: String + description: String
& rties: JSONObject i rties: JSONObject "
Honar pec BLOpeTice e Things HistoricalLocations FeatureOfinterest
iﬂ.." Things 1.% 0.* 1
Locations 0..* . q o
HistoricalLocation FeatureOfinterest
Location +id: <<idType>> +id: <<idType>>
+id: <<idType>> | +time:TM Instant | + name: String
+ name: String HistoricalLocations + descrlp_tlon: String _
+ description: String 0.* + proper_(les: JSONC_)bject
+ properties: JSONObject Locations - + encodingType: String
+ encodingType: String 1.* + feature: <<any>>
+ location: <<any>>

B Read restrictions not yet applied to MQTT
B Data model and security rules configurable using JSON files

https://github.com/hylkevds/FROST-Server.Plugin.SecurityTest/
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https://github.com/hylkevds/FROST-Server.Plugin.SecurityTest/

Questions?

Dr. Hylke van der Schaaf
Information Management and Production Control
hylke.vanderschaaf@iosb.fraunhofer.de

Fraunhofer-Institut fir Optronik, Systemtechnik und Bildauswertung IOSB
FraunhoferstraBBe 1

76131 Karlsruhe, GERMANY

www.iosb.fraunhofer.de
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